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NOTE

From : The Lithuanian delegation

To : Working Party on Cooperation in Criminal Matters

Subject : Draft Framework Decision on the retention of data processed and stored in

connection with the provision of publicly available electronic communications
services or data on public communications networks for the purpose of
prevention, investigation, detection and prosecution of crime and criminal
offences including terrorism.

Delegations will find attached a proposal by the Lithuanian delegation.
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Article 2!

Definitions

2. [Communication] data to be retained for the purpose set out in Article 1 include:

1. Data necessary to trace and identify the source of electronic communication which
includes — voice, video, SMS, EMS, MMS, VoIP, E-MAIL, FAX, PPP, POP3, SMTP,
HTTP, HTTPS, FTP, ISS and other protocols, authorization data, subscriber name and
surname, subscriber number, IP address, IMEI, IMSI and SIM numbers, prepay card
number, top up card number, username, password, PIN and PUK codes. Subscriber
contact information (agreement or other), subscriber service billing and payment
information.

2. Users initiating and receiving electronic communication, electronic communication
service provider, transmitting equipment data, receiving equipment data, equipment
identification code (MAC or other), geographical location of the transmitting, routing
and receiving equipment during connection, duration, termination or break of electronic
communication.

3. Data necessary to identify the time and date and duration of electronic communication.

4. Type of electronic communication service, name of service, method of service
implementation, type of access, technology of provided service, method of access, legal
and natural persons who maintain electronic communications service and equipment.

5. Manufacturer of electronic communications device and equipment, description of
electronic communications device and equipment (model, specification, version of
operating system, serial number and so on), their purpose, methods of use.).

6. Location of terminal equipment — for fixed lines: address, first communication point; for
mobile communications: data of network cell (at start, duration and end of the
communication), IMEI, IMSI geographic location; for internet: IP address, MAC
address, location of installation, (IP) network address, first routing point and its

location.

8004/05 BM/he 2
DG H 2B EN



